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How secure are your critical business processes and vital information from unauthorized
intrusion? Can you trust your customer data resident in your systems? Do you have the right
controls in place to thwart attacks on your systems and data from rogue outsiders or
disgruntled employees?

Security Risk Solutions' Security Implementation Services provide the building blocks to deploy secure and protected
Internet-enabled business applications. Employing state-of-the-art technology, experienced security professionals,
and our intellectual capital, SRS' security expert teams provide you with the ability to leverage industry best practices
and gain competitive advantage in deploying secure applications in the emerging electronic economy.

SRS' Security Implementation Services are designed to facilitate the implementation of intranet, extranet, business-
to-business (B2B), employee-self-service (ESS) and business-to-consumer (B2C) solutions. We provide you with the
demonstrated experience, flexibility, and technical capability needed to meet your business imperatives. Each of our
Security Implementation Services is part of a set of proven Information Security building blocks. Individually, they
address a specific need — together, they help you implement and achieve your business and IT strategy. These
building blocks reflect the core technological competencies needed in integrating secure information and
communication technology infrastructures, applications, or services.

Benefits to You

Leading Edge Technologies — We can review, test,
prototype, and deploy the latest technology products and
solutions to help ensure our clients have the widest
possible range of candidate technologies to choose from
in implementing their needs.

Demonstrated Experience — We are armed with the
latest in technology, process and procedures, gleaned 73
from hands-on testing and real-world experience in erablty M ’
implementing advanced designs of key emerging VSIS Gy Y
technologies. Our team of experienced security sl i
professionals stand ready to solve today's complex 4

problems. : M )
§ Penetration Testing 4l

Vulnerability Testing
Knowledge Management — \We leverage knowledge Prvacy Scanring

from our prior engagements into our toolkits, techniques, S
knowledge management repositories and methodologies
to facilitate and enhance knowledge transfer.

’ “Securty Py Deployment

Security Architecture Deployment

Compliance View — We have been serving in all ongoing
compliance audits such as Sarbanes Oxley, Privacy Acts,
Payment Card Industry security standards, 1SO27000
reviews and can therefore design and implement your
security solutions to meet these from day one.
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Solution Set Description

©  Our Security Architecture Centre in Nairobi (under formation) performs a vital function in the hierarchy of
our security services

© Offers vigorous testing, security design modeling, and product evaluations

©  Architecture activities are aligned with the other SRS solution sets and focused on the following core
technology areas:
Identity and Access Management (IAM)
Security Information Management (SIM)
Network Security

Drivers

Security-related solution that is not satisfying requirements and/or expectations

Necessity of an independent, objective subject matter specialist security review

Significant security breach necessitates assistance evaluating current security architecture

Vulnerability assessment uncovers vulnerabilities that require architecture assessment and re-design
Requirements dictate unique customization and non-standard configuration of products and technologies

Value

Accelerate architecture design and decision-making processes.

Increase design security.

Reduce security issues found during implementation, deployment, and operations.

Increase design performance confidence, addressing and satisfying functional, security, and business
requirements.

This service constitutes a

highly evolved and structured
SAIeN Cayen approach, compliant with the
y HNSAIEIE SN Y SR G . latest infosec standards, to
g S USLW' Solutions Y designing a realistic
bl el b ‘ information security system.
The focus of this service is on
Middle|Layer identifying the right solution
/,,{ ability Management oma.,\ for meeting business or
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implementing it to agreed

dentlty & ccess Management olutlons e
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. é’hcwpuon Solumns g To learn more about how
/ \ Security Risk Solutions can

assist you with Security
Implementation services, call
your usual SRS contact, or our
team of security advisers on
+254-20-883312, or visit our
Web site at
www.securityrisksolutions.net.
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